CONDENSED VHA PRIVACY POLICY TRAINING

Eligibility:  This training may be used ONLY for those volunteers who do not have access to paper or electronic patient records.
Background and Purpose

The Veterans Health Administration (VHA) is committed to protecting the privacy and confidentiality of patient information.  Since it is the responsibility of the entire VHA workforce to protect Veteran information, all (VHA) employees, including volunteers, medical residents, students, and contractors are required to complete Privacy Policy training, even if you may not have direct patient contact responsibilities.  The purpose of this condensed training is to provide the participants with the required knowledge of the VHA Privacy Policies. This training must be completed annually.

As a VA Volunteer, What Do I Need to Do to Complete This Training?
Volunteers simply need to read this information and then complete the form provided:  Statement of Completion for VHA Volunteers:  A more detailed print-out of VHA Privacy Policies is available from the VA Learning Catalog, if you would like additional information.  Please print your name, date the form, fill in the last four digits of your Social Security Number, indicate the training option you completed, and then return the form to your local Voluntary Service Office.  
VHA Privacy Policy

VHA has established policies and procedures that grant the Veteran certain rights regarding his/her health information and provide guidance on the use and disclosure of Protected Health Information.

Protected Health Information (PHI) consists of the following:

    - Individually identifiable Information (i.e. Social Security number, health information, etc.)

    - Demographic Information (i.e. address, phone, age, gender, etc.)

    - This information can be in any form (verbal, written, electronic)

The Privacy Act, HIPAA Privacy Rule, and VHA Privacy Policy provide the Veteran with the right to:

     - Receive a copy of the VA Notice of Privacy Practices
     - Receive a copy of his/her own protected health information

     - Request an amendment to his/her personal records

     - Request a listing of disclosures of health information from his/her personal records

     - Request and receive communications confidentially

     - Request a restriction on the use or disclosure of his/her health information.

VHA also has established policies and procedures providing guidance on how PHI may be used within VHA and disclosed to organizations outside of VHA.

VHA workforce members including volunteers may use PHI only when the information is needed to perform their official VHA duties for the purpose of treatment, payment, and health care operations.  Use of PHI for any other purpose requires the written permission of the patient.

VHA may disclose PHI only if prior written permission from the patient has been obtained or other legal authority permits the disclosure.
As a volunteer, you are required to keep all PHI that you may discover in the course of your assigned volunteer duties strictly confidential.  Here are some requirements:

     - No talking in public areas about Protected Health Information as listed above

     - Keep PHI out of public areas (i.e. elevators, stairways, open areas, etc.)

     - Secure any records you may be working with before walking away
     - No discussing with anyone, inside or outside the hospital, any PHI you may learn while              carrying out your assigned duties as a volunteer.

Possible Outcomes for Not Complying with VHA Privacy Policy

Unlawful release of Protected Health Information could result in:  

     - Organization-specific sanctions (i.e. lawsuits, not receiving accreditation)

     - Filing of a complaint by a victim of a Privacy Policy violation

     - Civil and criminal penalties for VHA Privacy Policy violators

     - Fines up to $50,000 and/or imprisonment

Summary

All volunteers must be responsible for safeguarding Protected Health Information (PHI).  As a volunteer, you have a responsibility to keep all Veteran information, learned in the course of your duties, confidential and secure.  Do not discuss any PHI discovered in the course of your assignment with anyone.  Remember that you would want your personal information and health records treated in the same confidential, professional manner.

As a volunteer, take pride and ownership in the fact that your organization is concerned about privacy and recognizes its importance in providing quality healthcare.

------------------------------------------------------------------------------------------------

If a local facility is distributing this training, the following information may be provided to Volunteers:

Hospital Privacy Officer

Michael Egger is our Medical Center Privacy Officer, and his telephone number is 828-298-7911, extension 14570.

Volunteers with any questions should first contact the Voluntary Service Office at 828-299-2514, as we can most likely provide any additional information you need to know.

A more detailed print-out can be provided from the VA Learning Catalog if you need additional information on VHA Privacy Policy Training.

CONFIDENTIALITY

A Veteran’s protected personal information (PPI) is CONFIDENTIAL!  This includes their address, social security number, health, financial, or any other pertinent information associated with that particular veteran.  It should only be viewed in record, or shared in a conversation to those who possess a NEED TO KNOW.  Failure to maintain this confidentiality could result in legal action against you and the Medical Center.

WHAT INFORMATION MUST BE KEPT CONFIDENTIAL?

Information relating to patient illness

Treatment information

Progress notes written by providers

Conversations between the patient and the provider

Address, telephone number

Social security number

Financial
WHO POSSESS A NEED TO KNOW?

The providers involved

Medical records personnel

Risk management

Billing personnel

HOW IS VETERAN CONFIDENTIALITY MOST OFTEN VIOLATED?

Printed or electronic information left exposed for anyone to view

HOW can you prevent it?



Lock computer, when not in use
Keep printed material hidden (if not at worksite, should be kept behind locked file cabinet.

Keep patient forms, charts, and records face down

ALWAYS monitor the duplication and transmission of records on fax machines, photocopiers, and printers and NEVER leave them unattended

When sending a confidential fax, ensure that fax is encrypted

Never include information any PPI within an email
ALWAYS shred any confidential information (not needed for medical record)

Discussions of Veteran information in a public place or with unauthorized individuals

HOW can you prevent it?

Ask in advance if you can confirm appointments and do so in a generic way;

NEVER leave details on voice message
NEVER give details to a third party

NEVER discuss patient information in a public area (elevators, hallways, offices) 

IF IN DOUBT, DON’T.  THINK BEFORE YOU SPEAK.

Records that are accessed for the wrong reasons or by inappropriate individuals

HOW can you prevent it?

Use Veteran information ONLY in the context for which it is needed
If you have computer access, DO NOT share your password with anyone

NEVER leave medical records or computer files open

REMEMBER – when dealing with confidential patient information, ask yourself:

“Who is able to read this?”

“To whom am I speaking?”

“Who else can hear what I am saying?”

“How am I using this  information?”







COMPLIANCE

COMPLIANCE is the adherence to the requirements stated under the Medicare and Medicaid laws contained within the Social Security Act and the regulations promulgated by the Health Care Financing Administration (HCFA).

PROHIBITED CONDUCT includes claims that may be false; up coded to increase reimbursement); tests conducted that are not medically necessary.
VIOLATIONS in PROFESSIONAL CONDUCT AND RELATIONSHIPS are inappropriate actions such as anti-kickback; anti-referral; false statements; and failure to report violations.  Please note – IT IS EVERYONE’S RESPONSIBILITY TO REPORT ANY POTENTIAL VIOLATION.

Report of violations should be made to COMPLIANCE OFFICER, Blake Freeman, ext. 5555.
ETHICS

Organizational Ethics

The Asheville VA Medical Center operates under the policy that will reflect the principle that ALL Veterans, visitors, employees, contractors, students and volunteers will be treated with dignity, respect, and courtesy.

REMEMBER:
Respect for each individual’s values, religion/spiritual beliefs and cultural practices

Informing patients of the relationship of the providers to this VA

Humanitarian care regardless of ability to pay

Courtesy, concern and compassion for patients

Confidentiality and privacy of patients and records

Confidentiality and privacy of your own personal identifiable information (address, telephone number, etc.)

Lending money to or borrowing money from a veteran is prohibited

Integrity of clinical decision making

Veteran or Surrogate (the person appointed to speak on behalf of the Veteran, if the Veteran cannot speak for his or her self) decision maker involvement in care

Veteran’s rights to determine organ donation, advance directives, and do not resuscitate (DNR)

Resolutions of clinical care conflicts

Fair billing practices

Public information guidelines

Ethical employee and volunteer business practices

.

When in question regarding any ethical concerns, please contact your immediate supervisor, the Voluntary Service office, or the Ethics Committee Chair, Richard Adams, ext, 5335.

